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Aims

Help you to keep your organisations safe

Objectives

Challenges
3 Steps to cyber security
Simple ways to reduce risk
Resources

The Challenges
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How do you feel about (cyber) security?

* |t’s expensive
It’s a hindrance
It’s not my problem
What benefit does it give the business?

Challenges

Charities and Voluntary Sector

* Only 14% senior charity employees believe their organisation is very well
protected (thirdsector, 2016)

..... knowledge around cyber security varied considerably...”

..... cyber security.......more of a business issue than one for charities...”

.....still a need to raise basic awareness of cyber security among charities.”
(UK Gov't / MORI, 2017)
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Challenges

Law Enforcement

Jurisdiction

* Online anonymity

Skill set

Changing technologies
Access to threat intelligence

3 Steps to Cyber Security

* Understand the threats

* Understand your business /
organisation
* Risk management
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Common

charity Understand the
threats

fraud risks

Many types of
crime affecting
charities

Fraud Advisory Panel

Understand the threats

Approx 5 million fraud and computer misuse crimes year ending
June 2017 (ONS)
Approx 50% crime is fraud

£11 billion lost through cybercrime/fraud 2015/16 iaconsrou

£29 billion in 2016 (esnng

1.3 million businesses it by phishing

1.3 million (viruses), 1 million (hacking), 390,000 (ransomware)
£7.4 million (ransomware), £5.9 million (phishing)
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Where does the threat come from?

Organised crime
Hostile Governments
Hacktivists

Script kiddies
Malicious insider

The ‘accidental’ insider

The Cyber Criminal’s Toolkit

Social Engineering, emails, phone calls, in person
* scarcity, liking, authority

Phishing / Spear phishing / Whaling

DDoS

Malware

* Ransomware

Hacking

* SQL injection

Compromised websites




Understand your business / organisation

* Culture
* How does my organisation use the
internet?

* What are my assets?

* What are they worth to my organisation
* Information Audit
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What would be the impact if you lost
those assets?
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Risk = Threat x Vulnerability x Impact (Cost)

Risk Management

educe

ccept

ransfer

liminate (Avoid)
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How can | protect myself?

Simple steps to keep your network secure

Use Anti-Virus software and keep it updated
Use a perimeter firewall and keep it updated
Take regular backups to multiple destinations
Look out for scam messages

Use multiple strong passwords

Restrict administrative rights

Staff awareness

Secure mobile devices

Take care when using USB keys

How can | protect myself?

“Anti-Virus” Software

Many reputable anti-virus, anti-malware or endpoint security products
available.

* Paid or ‘freeware’ offerings

¢ Do your research — compare products and features

« Don’t buy features you don’t need

« Many vendors to choose from, e.g. Symantec, Avast, McAfee,
ESET, AVG, Kaspersky etc.
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How can | protect myself?

Firewalls

“Enemy at the gates!”

*As with AV, there are paid or ‘freeware’ offerings
* Compare products and features and buy what you can afford
« Change default passwords!

How can | protect myself?

Backups

Backup your data, backup up your backups. Oh, and backup again!

« Take regular backups
« Keep backups offsite
Change the backup media regularly
* Run data restore tests periodically
« Ensure that staff know what to do in the event of data loss

10
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How can | protect myself?
Phishing messages
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Why?

Salutation correct?
Sender Address Ok?
Are there attachments?
Are links genuine?
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How can | protect myself?
Phishing messages
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How can | protect myself’?

Subjea
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We've put your latest BT bill online for you to view. See yous bifl here
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How can | protect myself?

Passwords

“You don’t use the same key for
every lock, why use the same
password for every account?”

+ Use multiple strong passwords
+ Use phrases or chains of words

Cartoon courtesy of xkcd.com
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How can | protect myself?

Restrict Administrative Rights

+ Administrator accounts should not have internet access
* Local administration rights should only be granted when needed
* Ensure that User Account Control (UAC) is enabled

How can | protect myself?

Staff Awareness Training

 Undertake regular training sessions with staff to make them aware
of potential problems

« Educated users are safe users

* Distribute links to relevant websites

« Establish guidelines and policies for the use of computers and
mobile devices and let users know the rules

13
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How can | protect myself?

Mobile Security

¢ Install suitable security software on mobiles and tablets
* Inform users of relevant policies
* Enable remote wiping

* Encrypt your mobile device or Laptop

How can | protect myself?

USB Device Security

+ Always virus scan USB drives
+ Never use found or unsolicited USB drives
* Consider using secure USB pens for secure data transport

14
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NCSC (National Cyber Security Centre) Small Business Guide Video

Collection

Backing up your data
Protecting your organisation from malware
Keeping your smartphones and tablets safe
Using passwords to protect your data

Avoid phishing attacks

~ 3 | National Cyber
< Security Centre

Backing up your data

Take lar backups of your important
d-ur:r?:m: kherﬁn beyolulﬂﬂmd This L
will reduce the inconvenience of any

data loss from theft, fire, other

physical damage, or ransomware.
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Cyber Security

Small Business Guide

Preventing malware damage
You can protect Em" organisation from the

damage caused ‘maltware’ (malicious ‘e&
software, -mludmg viruses) by adopting I; i

some simple and low-cost techniques

Using passwords to
protect your data

Passwords - when implemented
correctly - are a free, aasy and
sffective way |ppmrml

Use antivirus software and laptops.
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Avoiding phishing attacks

Configure devics 50 that when lost o sicien they
€2 e tracked, remately wiped or remetely locked

Keep your devices (snd oll bnstabied -nnl-nadm,
using the ‘sulomatically update’ aption

‘Whan sending sensitive data, dee't connect 1o
Wi-Fi hotspats - use 3G or 4G connactions (i
Aethering and wirshess dongles) or use VFNs.
Replace davices that ars ha longer supported by
manutactuiess with up- to-date altematives.

In phishing attacks, scammers send fake
amallsnﬁlnf for sensitive information
(such as bank details), or containing links
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10 Steps to

Cyber Security
4 Ten Steps to Cyber

Security and
others

Network Security Managing user

privileges

User education
and awareness

e
= Incident
management

Set up your Risk
Management Regime

Monitoring M
-

Malware
prevention

Removable
media controls

Home and =

mobile working ﬁ

Secure configuration

weag b & wwwincsc.govuk W @ncsc

107905 159219 Email: info@charitiessecurityforum.org.uk

Home About Blog Events Quiz

Contact

Security News Security Jobs

Twitter

The latest The CSF Securty Bulletin|
hitps /1. cOMBSFEINKBRE Thanks to
@vadohmen @happy_warbird
BPEAK_Resources #intasec
#cybersecurity about 5 minutes ago
from Paper i

The latest The CSF Secunty Butletinl
NS #1 coOAaphVe 1NxD Thanks 1o
@SWInOnSecumy @FIoMWooaward
@calidhd #infosec Wcybersecunty
12:28:51 PM December 11, 2017
from Paper i

Thie latest The CSF Security Bulletinl
hitps /1 COMrVISLGE Thanks ta
@TraBy Truih @QinfoSec
@OMBIssan Mintosec #eybersecunty
12.28:52 PM Decemoer 04, 2017
from Paper i

All about us

The Chanhes Security Forum (CSF) s & group of mformation secunty people
working for chariies and not-for-profits, addressing the securily problems
aftecting the third sector

Membership is free — there are no joming fees or membership dues — and the
group meets regularly, usually in London. to discuss and share any of the issuas
and challanges facing our members Betwsen meetings there is a vibrant
discussion group on Linkedin offenng an effective mvilaion-onty group
exclusively for CSF members

From our initial meetings in 2007 our membership has grown to represent over
200 charities across the UK, and includes the USA and Switzerland The
membaership of the CSF includes meny of the household name charties you
mught expect — The Salvation Army Cancer Research UK, Barnado's NSPCC,
RSPCA, RNIB, Royal British Legion, OXFAM - plus some surpnses - Sadler's
Wells, V&A, the Zoological Socisty of Londen The Scoul Asscaiation National
Trust, The Institution of Engineanng and Technology (IET)

The objectives of the Chanties Secunty Forum are —

« To promote Information Secunty in the chanty sactor
+ To facilitate discussion and pressntation on subjects of particular
relevance Lo information sécunty in the charity sector

Login
Username
Password |

7 Remember Me

Lost Password

Sponsors of the CSF
if yOou'd ke 10 Support the work of the
Charities Security Forum and see
YOur K530 hére then please emait us
al Info@chantessecuriyTonim, org.uk
to distuss sponsorship opporuntes.

) Puisant

Q) Databarracks
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ONLINE COURSE

Introduction to Cyber Security

Futurelearn

Our lives depend on online services. Gain essential cyber security

g £
knowledge and skills, to help protect your digital fife Join free

Mhat's the difference?
Free: Upgraded: e
Introduction to Cyber Security [onme | S

« Access o the course for its duration + ¥ Unlimited access Lo the course, for as intemationsl oyber security sxam

14 days, regardiess of when you join leng as it exists on FutureLeam (this A

{thes includes aocess 1o artikes includes acsess to artcles, videos, e L

videos, peer review sieps, quizzes) peer review steps, quizzes)

Ne access to course lests o ACcess to course tests

Overview  Topics  Startdatss  Requiremenls  Educators  Accraditation
Ne centificate A Centificate of Achievement when

Yyou complete the course

+ 20% discount on the APMG
Intemational cyber security exam

Find out more

Buration 3 hours FREE Upgrade
8 weeks por weeh, online course  available

Accreditation

Whata this? Mora mto

Cyber Essentials Scheme

5 Technical Controls

 Securing your internet connection

+ Secure your devices and software

+ Control access to data and services

* Protect from viruses and other malware
 Keep devices and software up to date

17
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ISO 27000 Series

Information Security Management Standards

Risk based

International standard

Standards on risk management, business continuity, cyber security
Compliance without accreditation

L] L] L] Ll

.uk
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Questions?

THANK YOU FOR LISTENING

£/] @HCCyberProtect [ DPIIProtectdhampshire.pnn-police.uk
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